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@lanrat on social media

https://LANRAT.COM

● Offensive Security Engineer on a Red Team
● Run the BSidesSF Network
● Run my own "hobby ISP" for fun and profit
● Run historical DNS database at dns.coffee

$ whoami

https://lanrat.com


ISP 1
"PigSpleen"
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It all started when the internet went out….

● Lots of dropped inbound traffic on WAN port from RFC1918 private IP space
○ Should not be the case on a well run network
○ RFC1918 IP space is not routable over the internet
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● Scans found many snmp, ntp, ssh, telnet, and web servers for various internal devices
● Could even route to the internet through the control plane!

○ Free Anonymous internet?
● Identified hardware by ssh/telnet prompts and HTTP server responses

○ Tested default credentials
■ Some worked!
■ Some had no auth

● SNMP Scans
○ Bandwith
○ Interfaces

Control Plane Network Scans



Configs Configs Configs….
● One switch allowed guest read-only access

○ Guest user can create a backup of entire config
○ Config backup contains admin password!

● Found forum posts by an employees of the ISP asking for help
○ Publicly posted entire switch config

■ Contained Passwords and password hashes
■ Firewall Rules



Physically Locating Devices with DNS
● DNS PTR records are used for reverse DNS

○ IP address -> Domain

● ISP ran a fully recursive DNS resolver for customer use
● ISP's DNS server also contained entries for devices on their control plane network
● Can query for each control plane IP to get its internal hostname

○ Revealed physical location
○ Type of device

● Can be used with traceroute to get a rough idea of the topology of the network

$ dig +short @NAMESERVER_IP -x 10.17.23.212
LOCATION.core.pigspleen.net



Getting Free Internet?
● Auth done by Modem MAC Address
● Modem has a SPI flash 4MB
● MAC address stored at offset 0x24 in flash
● Change MAC address to another valid user?

○ Can be found by ARP scans of control plane subnet
○ Or query control plane switches for user modem's MAC address



Disclosure
● August 30th, 2021: Emailed support with findings
● September 7th, 2021: Sent follow-up email
● September 7th, 2021: Got response informing me that this has been forwarded to the Network 

Operations Team
● October 17th 2021: Sent follow up email
● December 12 2021: Sent follow up email

● April 16th 2024: I run into lead engineer at a local meetup, inform them of findings again
○ "We don't care"

¯\_(ツ)_/¯



ISP 2
Sonic



Sonic ONT
GPON: Optical Network Terminal



Adtran 411
Gigabit ethernet & VOIP
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Identifying 
UART



Adtran 411
UART Serial at 115200 baud
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Tx Rx

vcc Gnd



Dumping 
NAND Flash
(the hard & slow way)

https://github.com/depau/bcm-cfedump

https://github.com/depau/bcm-cfedump


Exploring 
Filesystem
https://github.com/onekey-sec/jefferson/

https://github.com/onekey-sec/jefferson/


Exploring 
Filesystem
/etc/passwd

All password just using md5

Cracked:

● https://www.onlinehashcrack.com
● https://www.cmd5.org/

https://www.onlinehashcrack.com
https://www.cmd5.org/


SysRq



Magic SysRq key

The magic SysRq key is a key combination 
understood by the Linux kernel, which allows the 
user to perform various low-level commands 
regardless of the system's state. It is often used to 
recover from freezes. This key combination 
provides access to features for disaster recovery.



Magic SysRq key

[Alt]+[SysRq] + [Command Key]

Over UART in Screen: [Ctrl-A], [Ctrl-B], [Command Key]

Sending SIGKILL drops to root shell!



Network 
Scan



Telnet 
Interface
Telnet-like service on port 23

Requires auth

Very restricted custom environment

Limited tools for debugging

Same CLI as UART after boot.
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Demo: Adtran 411 Telnet Command 
Injection

http://www.youtube.com/watch?v=Aic-QaSqjxc


Web 
Interface
Mostly view only

"Admin" and "user" accounts..



Web 
Interface
Very privileged access for a guest user



Ping 
Command 
injection v2
Guest user can run commands as root!



Hidden Web pages



Control Plane
Lots of internal network interfaces, 
vlans, and bridges

Have access to control-plane vlan!



Disclosure
● February 6, 2024

○ submitted a support request to Adtran to disclose to

● February 9, 2024
○ submitted a 2nd support request to Adtran

● February 26th, 2024
○ email Sonic support to disclose

● February 29th, 2024
○ heard back from Sonic and provided all technical details of all findings
○ Sonic acknowledges receiving findings

● March 1st, 2024
○ Sonic gives me permission and access to a test setup to test attacking other ONTs
○ Tests successfully fail.

● March 7th, 2024
○ Sonic confirms Adtran is addressing the issues

● October 17th, 2024
○ Adtran test firmware is pushed to my home ONT for testing
○ I am given preview access to the new firmware and confirm all issues mitigated

■ UART/telnet/HTTP services are all disabled

● December 30th, 2024
○ Fixes start rolling out to customers.



CVEs
● CVE-2025-22937

○ debug serial console in Adtran 411 allows SysRq escape to root shell
● CVE-2025-22938

○ Weak default passwords in Adtran 411
● CVE-2025-22939

○ command injection in telnet server in Adtran 411 allows remote attacker arbitrary root command 
execution

● CVE-2025-22941
○ command injection in web server in Adtran 411 allows remote attacker arbitrary root command 

execution
● CVE-2025-22940

○ web server in Adtran 411 allows unprivileged user to set/read admin password



Impact & Takeaways
● Common but hidden configurations & vulnerabilities can have surprising impact
● The security of the infrastructure you depend on (like an ISP) also affects your 

security posture as well.
○ IE: supply chain security.

● With a few common tips/tricks entry embedded security can be easy & rewarding
● Still a lot of low hanging fruit

○ Threat Actors will take advantage of this, especially state actors
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